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Introduction 
The JN0-351 Enterprise Routing and Switching, Specialist (JNCIS-ENT) certification reflects an intermediate 
level of knowledge in enterprise networking with a focus on routing and switching technologies commonly used in 
operational environments. It represents the ability to understand how core network services are built, maintained, 
and troubleshot across Layer 2 and Layer 3 domains. In a modern IT context, this certification is relevant for 
professionals who support business connectivity, network stability, segmentation, and resilient service delivery. 
 
 

About This Training / Certification 
This certification assesses intermediate competencies in enterprise networking, especially the ability to 
understand and apply routing and switching concepts in a structured, production-oriented way. It is typically 
suited to learners who already possess foundational networking knowledge and are moving toward more 
specialized operational or engineering responsibilities. Within a broader learning journey, it serves as a bridge 
between basic networking principles and more advanced design, implementation, and troubleshooting work in 
enterprise infrastructures. 
 
 

What We Offer (AAAdemy) 
AAAdemy provides structured training resources designed to support certification preparation and skill 
development across a wide range of IT domains. Our learning materials are built around clear knowledge 
structures, practical study guidance, and exam-oriented practice to help learners progress with confidence. 

We offer well-organized knowledge explanations that break down complex topics into clear, understandable 
sections aligned with official exam objectives and real-world skill requirements. Each topic is designed to support 
both conceptual understanding and practical application. 

Our study plans and learning guidance help learners follow a logical progression, focusing on key concepts, 
common pitfalls, and effective preparation strategies. This approach enables learners to study efficiently while 
maintaining a clear view of their learning goals. 

To reinforce understanding, AAAdemy also provides practice questions and exam-focused insights that reflect 
typical certification scenarios. These resources are intended to help learners evaluate their readiness and 
strengthen their confidence before taking an exam. 

All content is designed for flexible, self-paced learning, allowing individuals to study independently or alongside 
their existing professional or academic commitments. 
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Knowledge Overview 
Layer 2 Switching or VLANs Area: This area centers on how switching works within enterprise LAN 
environments. Candidates are expected to understand frame forwarding, VLAN-based segmentation, trunking 
concepts, and the role of Layer 2 design in organizing traffic and separating broadcast domains. The emphasis is 
on how switching supports scalable and structured internal network communication. 

Spanning Tree Area: This area focuses on loop prevention and Layer 2 stability. Candidates should understand 
why switching loops occur, how spanning tree mechanisms create a loop-free topology, and how port roles and 
path selection influence traffic flow. Conceptual understanding of convergence and network stability is important 
in this domain. 

Layer 2 Security Area: This area addresses protective controls used within switched environments. Candidates 
are expected to understand common Layer 2 risks and the purpose of features that help limit unauthorized 
access, control traffic behavior, and reduce exposure to internal switching-based threats. The main objective is to 
understand how security can be applied close to the access layer. 

Protocol Independent Routing Area: This area covers the routing architecture that separates route learning from 
route forwarding. Candidates should understand how routing information is installed and used independent of any 
single dynamic routing protocol, and how this model supports consistency and flexibility across different routing 
technologies. 

OSPF Area: This area focuses on link-state routing within enterprise networks. Candidates are expected to 
understand neighbor relationships, route exchange behavior, area-based organization, and the conceptual logic 
behind path calculation and scalability. The goal is to understand how OSPF supports structured and efficient 
internal routing. 

IS-IS Area: This area covers another link-state routing approach used in scalable network environments. 
Candidates should understand its operational model, adjacency formation, route propagation concepts, and 
hierarchical design principles. The emphasis is on recognizing how IS-IS functions as a robust internal routing 
protocol in enterprise and service-oriented contexts. 

BGP Area: This area introduces policy-driven routing and control over route advertisement between different 
routing domains or within complex enterprise topologies. Candidates are expected to understand peer 
relationships, path selection concepts, route attributes, and the importance of routing policy. The key focus is 
understanding BGP as a protocol shaped by control, scale, and routing intent. 

Tunnels Area: This area addresses the encapsulation of traffic to create logical paths across underlying networks. 
Candidates should understand why tunnels are used, what problems they solve, and how they support transport 
across infrastructure that may not natively provide the required connectivity model. The emphasis is on 
conceptual understanding of overlay behavior and traffic carriage. 

High Availability Area: This area focuses on maintaining service continuity during device, path, or link failures. 
Candidates are expected to understand the purpose of redundancy mechanisms, failover behavior, and design 
principles that reduce downtime and improve operational resilience. This domain highlights the importance of 
predictable recovery and stable network services. 
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Detailed Knowledge Explanation 

1. JN0-351 BGP 
The Border Gateway Protocol (BGP) serves as the architectural glue of the modern internet, providing the 
mechanism for routing between distinct autonomous systems. From a strategic perspective, BGP is 
indispensable for enterprise architects managing inter-autonomous system connectivity, as it allows for the 
enforcement of complex administrative policies and ensures stability across the global routing hierarchy. Unlike 
internal protocols that focus on speed and topology, BGP is designed for massive scalability and granular control. 

1.1 Basic Concepts 

1.1.1 What is BGP? 

BGP is classified as an External Gateway Protocol (EGP), specifically engineered to facilitate routing between 
different Autonomous Systems (AS). These systems represent groups of IP networks under a single 
administrative domain and are identified by unique Autonomous System Numbers (ASN). These numbers allow 
the global routing table to treat an entire organization's network as a single entity within the hierarchical structure 
of the internet. 

1.1.2 Key Characteristics 

BGP is a path vector protocol, meaning it advertises the complete path to a destination rather than just a simple 
distance or cost metric. This attribute-driven approach allows for policy-based decision-making where an 
architect can influence traffic flow based on business requirements rather than just technical shortest-path logic. 
This characteristic is what enables BGP to scale to the size of the global internet while maintaining precise 
administrative control. 

1.2 Detailed Knowledge 

1.2.1 Establishing and Maintaining Neighbor Relationships 

BGP sessions are established over TCP port 179 to ensure the reliable delivery of routing updates. A BGP 
neighbor relationship, or peering session, progresses through six distinct states: Idle, Connect, Active, OpenSent, 
OpenConfirm, and Established. Transitioning to the Established state is the final requirement for routing stability; 
in this state, peers have negotiated parameters and are actively exchanging prefix information. A common pitfall 
for candidates to note is that a session stuck in the Active state usually indicates a TCP connection failure or a 
misconfigured neighbor address. 

1.2.2 BGP Message Types 
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The protocol utilizes four primary message types for session management. OPEN messages initiate the session 
by exchanging ASNs and Router IDs. UPDATE messages are the most critical, as they advertise new routes or 
withdraw invalid ones. KEEPALIVE messages are sent periodically to ensure the peer is still reachable, while 
NOTIFICATION messages are used to signal errors and immediately terminate the session when inconsistencies 
are detected. 

1.2.3 Path Selection Rules 

BGP uses a deterministic selection process to choose the best path when multiple candidates exist. The primary 
criteria include the shortest AS-PATH length, highest Local Preference, and the Multi-Exit Discriminator (MED). 
Senior architects use these attributes for traffic engineering, such as using Local Preference to influence 
outbound traffic and MED to influence how traffic enters the local autonomous system from an adjacent neighbor. 

1.2.4 IBGP vs. EBGP 

Internal BGP (IBGP) is used for routing within a single AS, whereas External BGP (EBGP) connects different 
ASes. A key architectural distinction is that EBGP prepends its own AS number to the AS-PATH to prevent loops, 
while IBGP does not modify the AS-PATH. Because IBGP peers do not modify this attribute, they assume all 
internal routers have a full view of the path, leading to the requirement for a full mesh or alternative scaling 
mechanisms. 

1.2.5 Route Attributes 

Attributes such as Community tags, MED, and the Next-Hop attribute provide the granular control required in 
enterprise environments. Well-known communities like no-export, which prevents advertisement outside the local 
AS, and no-advertise, which prevents advertisement to any peer, are essential tools for enforcing administrative 
boundaries. The local-AS community is also used to restrict advertisements within a confederation. 

1.2.6 IBGP Full Mesh and Route Reflectors 

The standard IBGP requirement for a full mesh—where every router peers with every other router—becomes 
unsustainable in large networks. Route Reflectors (RRs) serve as a strategic solution to this scalability limitation 
by allowing a central router to relay updates among IBGP peers. This eliminates the need for a full mesh and 
significantly simplifies the internal BGP architecture. 

1.2.7 BGP Next-Hop Reachability 

In Juniper’s implementation, a BGP route will only be installed in the routing table if its next-hop IP address is 
resolvable via the local routing table. This usually requires an underlying Interior Gateway Protocol (IGP) like 
OSPF or IS-IS to provide reachability to the next-hop. An exam-critical insight is that even a valid BGP route will 
be rejected if the IGP cannot resolve the physical path to the next-hop address. 

1.2.8 BGP Community Attribute – Junos Policy 

Junos manages BGP communities through the policy-options hierarchy. Architects define named communities 
and then use policy statements to match these tags, allowing the system to perform actions such as rejecting 
routes or modifying metrics. This metadata-driven approach is the standard method for enforcing complex routing 
logic at scale. 
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1.2.9 Path Vector vs. Link-State Logic 

BGP operates on path vector logic, which is fundamentally different from the link-state algorithms used by OSPF 
or IS-IS. BGP does not use the Dijkstra Shortest Path First (SPF) algorithm; instead, it relies on its list of 
attributes to determine the "best" path. This allows BGP to make decisions based on administrative preference 
rather than just physical topology. 

1.2.10 Juniper BGP CLI Operations 

Operational validation in Junos is centered on specific commands. The command "show bgp summary" is the 
primary tool for verifying peer states and session stability. To verify route exchanges, "show route protocol bgp" 
displays installed routes, while "show route receive-protocol bgp" shows all routes offered by a neighbor, 
including those that might have been rejected by local policy. 

1.3 Key Takeaways 

BGP is a policy-driven path vector protocol essential for inter-AS connectivity, relying on attributes like AS-PATH 
and Local Preference for path selection. Its stability depends on successful TCP-based neighbor transitions and 
proper next-hop resolution through an IGP, with well-known communities such as no-export and no-advertise 
providing critical administrative boundaries. 

The stability of these inter-autonomous system sessions frequently depends on the internal high-availability 
mechanisms designed to keep the underlying hardware and control plane operational. 

1.4 BGP Practice Question 

Q1: Which transport protocol and port does BGP use to establish peer sessions?​
 A. UDP port 520​
 B. TCP port 179​
 C. TCP port 443​
 D. UDP port 179 

Q2: What is the primary purpose of the AS-PATH attribute in BGP?​
 A. To define packet size limits​
 B. To indicate local interface bandwidth​
 C. To prevent routing loops and influence path selection​
 D. To authenticate BGP messages between peers 

Q3: Which BGP message type is used to advertise new routes or withdraw existing ones?​
 A. OPEN​
 B. NOTIFICATION​
 C. KEEPALIVE​
 D. UPDATE 

Q4: In BGP, which attribute is used by administrators to influence outbound routing decisions within an AS?​
 A. Local Preference​
 B. AS-PATH​
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 C. MED​
 D. Community 

Q5: What must be true for a BGP route to be installed in the Juniper routing table?​
 A. The MED value must be zero​
 B. The route must originate from OSPF​
 C. The next-hop must be reachable through IGP​
 D. The local preference must be less than 100 

Q6: Which BGP state indicates a fully established neighbor session?​
 A. Active​
 B. Connect​
 C. OpenConfirm​
 D. Established 

Q7: Which BGP attribute is used to influence inbound traffic when multiple links exist between two ASes?​
 A. Local Preference​
 B. MED​
 C. Weight​
 D. Router ID 

Q8: In BGP, what is the function of the Community attribute?​
 A. It identifies the originating IP address​
 B. It prevents routes from being redistributed​
 C. It tags routes for grouping and policy control​
 D. It defines a router’s role within the AS 

Q9: Which statement is true about IBGP in a default configuration?​
 A. IBGP modifies the AS-PATH attribute before advertisement​
 B. IBGP peers must be directly connected​
 C. IBGP requires full mesh connectivity or route reflectors​
 D. IBGP routes are preferred over EBGP routes 

Q10: Which BGP message is sent periodically to keep the session active once established?​
 A. OPEN​
 B. KEEPALIVE​
 C. NOTIFICATION​
 D. UPDATE 

 

 

2. JN0-351 High Availability 
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In the modern enterprise, High Availability (HA) is a strategic necessity rather than an optional feature. Its primary 
purpose is to eliminate single points of failure, ensuring that the network infrastructure remains resilient against 
hardware malfunctions, link disruptions, and necessary maintenance windows. 

2.1 Basic Concepts 

2.1.1 What is High Availability? 

High Availability focuses on the implementation of redundancy and fault tolerance to minimize service 
disruptions. The core objective is to ensure that if a critical component fails, a backup system can take over the 
workload with zero or minimal impact on the user experience. 

2.1.2 Key Features of HA 

The architecture of HA is built upon redundancy of hardware, load balancing to optimize throughput, and 
automated failover mechanisms. These features allow the network to self-heal or maintain operations during 
events that would otherwise cause significant downtime. 

2.2 Detailed Knowledge 

2.2.1 Link Aggregation Group (LAG) 

LAG uses the Link Aggregation Control Protocol (LACP) to aggregate multiple physical links into a single logical 
interface. This increases total available bandwidth and provides immediate redundancy; if a single member of the 
group fails, traffic is automatically redistributed across the remaining active links without a protocol 
reconvergence event. 

2.2.2 Redundant Trunk Group (RTG) 

RTG provides an alternative to LAG, utilizing an active/backup failover logic. Unlike LAG, where all links are 
active, RTG keeps one link idle as a backup. This is a simpler solution preferred for topologies where bandwidth 
aggregation is not required and simplicity is the primary design goal. 

2.2.3 Virtual Chassis 

Virtual Chassis technology allows multiple physical switches to be virtualized into a single logical entity with a 
unified control plane. A master switch is elected to manage the chassis based on a configured priority, which 
defaults to 128. If priorities are equal, the switch with the highest MAC address becomes the master. 

2.2.4 Non-Stop Routing (NSR) 

NSR is a critical control plane feature that preserves routing protocol states during a Routing Engine (RE) 
failover. By synchronizing protocol information between a primary and backup RE, NSR ensures that neighbor 
sessions for protocols like OSPF and BGP do not drop when the primary RE fails. 

2.2.5 In-Service Software Upgrade (ISSU) 
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ISSU allows for software updates without interrupting the forwarding of data packets. For an ISSU to be 
successful, the platform must support redundant REs and NSR must be enabled. Architects should note that 
ISSU is platform-specific, typically limited to high-end systems like the MX and QFX series. 

2.2.6 NSR vs. Graceful Restart (GR) 

NSR is an internal, transparent process that does not require the cooperation of neighboring routers. In contrast, 
Graceful Restart (GR) requires the peer to support the protocol and cooperate by retaining routing information 
while the session restarts. NSR is generally the preferred architectural choice for internal resilience on Junos 
devices. 

2.3 Key Takeaways 

High Availability is achieved through physical link redundancy with LAG and RTG, device virtualization via Virtual 
Chassis, and control plane stability using NSR and ISSU. These technologies collectively ensure that hardware 
failures and software maintenance do not disrupt the flow of network traffic, provided that platform-specific 
requirements like redundant Routing Engines are met. 

While HA mechanisms provide overall network resilience, the specific link-state logic of IS-IS ensures that 
internal routing remains consistent and efficient across the enterprise fabric. 

2.4 High Availability Practice Question 

Q1: Which HA feature in Junos enables the router to maintain routing protocol sessions during a Routing Engine 
switchover?​
 A. NSR (Non-Stop Routing)​
 B. Graceful Restart​
 C. Virtual Chassis​
 D. ISSU 

Q2: What is a primary difference between a Link Aggregation Group (LAG) and a Redundant Trunk Group 
(RTG)?​
 A. RTG provides bandwidth aggregation across links​
 B. LAG only supports single-link failover​
 C. LAG can perform load balancing, RTG cannot​
 D. RTG is only used for fiber connections 

Q3: Which of the following must be true for ISSU to operate successfully on a Junos device?​
 A. A Virtual Chassis must be enabled​
 B. ISSU requires NSR and dual Routing Engines​
 C. The device must be running OSPF​
 D. All BGP sessions must be idle 

Q4: In a Virtual Chassis configuration, what determines which switch becomes the master Routing Engine?​
 A. The switch with the lowest serial number​
 B. The switch closest to the uplink​
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 C. The switch with the highest priority or MAC as a tiebreaker​
 D. The switch with the lowest MAC address 

Q5: Which statement accurately describes a Redundant Trunk Group (RTG)?​
 A. All links in the group forward traffic simultaneously​
 B. One link is active, others remain idle unless a failure occurs​
 C. All links are logically bundled as a single interface​
 D. Only the backup link forwards traffic under normal conditions 

Q6: Which protocol can dynamically manage interfaces in a Link Aggregation Group (LAG)?​
 A. STP​
 B. LACP​
 C. VRRP​
 D. BFD 

Q7: What is a key difference between NSR and Graceful Restart (GR)?​
 A. NSR resets the forwarding table during failover​
 B. GR requires protocol support on the peer router, NSR does not​
 C. GR maintains protocol sessions internally; NSR requires neighbor support​
 D. NSR disrupts BGP sessions during failover 

Q8: What happens during an ISSU operation on a device with NSR enabled?​
 A. The master RE is manually rebooted​
 B. Control and data plane states are preserved, minimizing traffic impact​
 C. Only static routes are retained​
 D. All interfaces go down during the upgrade 

Q9: What is one advantage of using a Virtual Chassis in a campus network?​
 A. It allows multiple switches to be managed as one logical device​
 B. It eliminates the need for load balancing​
 C. It reduces the number of VLANs required​
 D. It replaces the need for a routing protocol 

Q10: In a Junos-based HA design, which component is responsible for packet forwarding during a control plane 
switchover?​
 A. The master Routing Engine​
 B. The PFE (Packet Forwarding Engine)​
 C. The backup Routing Engine​
 D. The system’s virtual router 

 

 

3. JN0-351 IS-IS 
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Intermediate System to Intermediate System (IS-IS) is a highly extensible link-state protocol that is a staple in 
large-scale enterprise and service provider backbones. Its primary advantage lies in its Type-Length-Value (TLV) 
based architecture, which allows it to adapt to new requirements like IPv6 without modifying the core protocol. 

3.1 Basic Concepts 

3.1.1 What is IS-IS? 

IS-IS is a Layer 3 link-state protocol that uses a flexible TLV format to exchange routing data. Originally 
developed for the OSI protocol suite, its protocol-independent nature allowed it to be easily adapted for IP, 
making it a robust and scalable alternative to OSPF. 

3.1.2 Key Features 

The protocol is distinguished by its extreme scalability and multi-protocol support. By using hierarchical levels, 
IS-IS can manage massive topologies while maintaining the protocol independence afforded by its data 
structures. 

3.2 Detailed Knowledge 

3.2.1 Levels and Areas 

IS-IS utilizes a two-level hierarchy. Level-1 is used for intra-area routing, where routers only maintain a topology 
of their local area. Level-2 serves as the backbone for inter-area routing. A router can be configured as Level-1, 
Level-2, or both (Level-1/Level-2), allowing it to bridge local and backbone traffic. 

3.2.2 Designated Intermediate System (DIS) 

On broadcast segments, a DIS is elected to coordinate information exchange. Unlike OSPF, which uses a 
Backup DR, IS-IS has no Backup DIS. If the DIS fails, a new election is triggered immediately. The election is 
based on priority, then MAC address, and is notably non-preemptive, meaning a higher priority router will not take 
over until the current DIS fails. 

3.2.3 Link-State Protocol Data Units (PDU) 

IS-IS uses four main PDUs: Hello PDUs for adjacencies, Link-State PDUs (LSPs) for topology data, and 
Complete/Partial Sequence Number PDUs (CSNP/PSNP) for database synchronization. These packets ensure 
that all routers in a level maintain a synchronized Link-State Database (LSDB). 

3.2.4 TLV Usage 

The Type-Length-Value (TLV) format is what gives IS-IS its extensibility. By adding new TLVs, the protocol can 
support new metrics, IP versions, or traffic engineering features without requiring a total redesign of the protocol's 
packet format. 

3.2.5 Interface-Based Level Configuration 
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In Junos, the operational level of an IS-IS router is determined on a per-interface basis. By enabling Level-1 or 
Level-2 on specific interfaces, the administrator defines how the router interacts with its neighbors and its specific 
role within the hierarchical design. 

3.2.6 IS-IS Addressing (NET) 

Every IS-IS router is identified by a Network Entity Title (NET), which includes the Area ID, a unique 6-byte 
System ID, and an N-Selector (always 00). The 6-byte System ID is the critical component used to uniquely 
identify the router within its area. 

3.2.7 Metric Types 

Modern networks utilize Wide metrics (32-bit) rather than the older Narrow metrics (6-bit). Junos defaults to Wide 
metrics, which provide the high granularity needed for high-bandwidth links and complex, multi-area enterprise 
designs. 

3.3 Key Takeaways 

IS-IS provides a scalable, hierarchical architecture using TLVs for protocol flexibility and a non-preemptive DIS 
for efficient broadcast segment management. Its reliance on the NET addressing scheme—specifically the 6-byte 
System ID—and the use of Wide metrics ensure it can support the most demanding modern network 
environments. 

Beyond the logic of internal routing, securing the underlying Layer 2 infrastructure is paramount to protecting the 
network from unauthorized access and malicious activity. 

3.4 IS-IS Practice Question 

Q1: What is the main purpose of dividing an IS-IS network into Level-1 and Level-2 areas?​
 A. To separate IPv4 and IPv6 traffic​
 B. To simplify NAT configurations​
 C. To support hierarchical routing and scalability​
 D. To allow packet filtering between VLANs 

Q2: Which of the following best describes a Level-1/Level-2 IS-IS router?​
 A. It performs routing only within the backbone area​
 B. It forwards only IPv6 traffic​
 C. It participates in both intra-area and inter-area routing​
 D. It is used exclusively in stub areas 

Q3: In IS-IS, what is the function of the Designated Intermediate System (DIS)?​
 A. To provide loop-free Layer 2 topology​
 B. To generate pseudo-node LSAs for broadcast segments​
 C. To establish BGP peering between areas​
 D. To redistribute OSPF routes into IS-IS 
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Q4: Which type of IS-IS PDU is used to request or acknowledge individual LSPs?​
 A. Hello PDU​
 B. CSNP​
 C. LSP​
 D. PSNP 

Q5: What format does IS-IS use to exchange routing and control information?​
 A. LSA​
 B. TLV​
 C. TCP Header​
 D. IP Option Fields 

Q6: What criteria does IS-IS use to elect a Designated Intermediate System (DIS)?​
 A. Lowest interface IP address​
 B. Highest router ID​
 C. Highest interface MAC address if priorities are equal​
 D. Longest uptime 

Q7: Which PDU in IS-IS provides a full list of LSPs to help synchronize the LSDB?​
 A. Hello PDU​
 B. PSNP​
 C. LSP​
 D. CSNP 

Q8: Which of the following is NOT a valid IS-IS router type in Junos?​
 A. Level-1​
 B. Level-2​
 C. Level-0​
 D. Level-1/Level-2 

Q9: In Junos, how is a router configured to operate as a Level-2-only IS-IS router?​
 A. By assigning a static metric to all interfaces​
 B. By setting the interface type to external​
 C. By applying IS-IS on interfaces with level 2 only​
 D. By enabling BFD on all interfaces 

Q10: Which of the following TLVs is commonly used in IS-IS to advertise IP reachability?​
 A. Area ID TLV​
 B. IP Address TLV​
 C. System ID TLV​
 D. Hostname TLV 

 

 

4. JN0-351 Layer 2 Security 
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The Data Link Layer is often the most vulnerable part of the network because it involves direct physical and 
logical communication between devices. Securing the switch fabric at the port level is essential to prevent threats 
like broadcast storms, address spoofing, and Spanning Tree Protocol (STP) manipulations. 

4.1 Basic Concepts 

Layer 2 networks are susceptible to loops, MAC/IP spoofing, and broadcast storms that can cause total network 
failure. The goal of Layer 2 security is to ensure that only legitimate devices can connect and that their traffic is 
validated before being forwarded. 

4.2 Detailed Knowledge 

4.2.1 BPDU Protection 

BPDU protection is configured on access ports to prevent unauthorized switches from sending STP control 
messages. If a BPDU is received on an edge port with this feature enabled (bpdu-block-on-edge in Junos), the 
port is immediately disabled to protect the integrity of the STP topology. 

4.2.2 Root Protection 

Root protection ensures that the current Root Bridge remains the root. By configuring the no-root-port command 
on trusted uplink ports, the switch will ignore any superior BPDUs that attempt to claim the Root Bridge role, 
preventing a misconfigured device from hijacking the STP tree. 

4.2.3 MAC Limiting 

MAC limiting restricts the number of MAC addresses a switch port can learn. This can be configured using static 
entries, dynamic learning with a limit, or sticky MACs that are saved persistently. This prevents MAC address 
table exhaustion attacks and unauthorized device connections. 

4.2.4 Dynamic ARP Inspection (DAI) 

DAI prevents ARP spoofing by validating ARP packets against a trusted binding table. A critical design 
consideration is that DAI only verifies dynamic DHCP bindings by default; if a host uses a static IP without a 
manually configured static binding, its traffic will be dropped. 

4.2.5 IP Source Guard 

IP Source Guard prevents IP spoofing by filtering traffic based on the IP-MAC-port mapping in the DHCP 
Snooping table. This ensures that a host can only send traffic using the IP address specifically assigned to it. 

4.2.6 MACsec 

Media Access Control Security (MACsec) provides hardware-based encryption at Layer 2 for point-to-point links. 
It is essential for high-security environments, though it is limited to specific platforms and requires hardware that 
supports the standard. 

4.2.7 Storm Control 
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Storm control monitors the rate of broadcast, multicast, and unknown unicast traffic. If the traffic exceeds a 
pre-set threshold, the switch drops the excess packets, preventing a broadcast storm from consuming all 
available network bandwidth. 

4.2.8 DHCP Snooping Foundation 

DHCP Snooping is the prerequisite for both DAI and IP Source Guard. It builds the foundational binding table of 
MAC, IP, and interface mappings; without it, these advanced security features cannot function. 

4.3 Key Takeaways 

Securing the switch fabric requires a multi-layered approach, combining STP protections like BPDU Guard and 
Root Guard with access controls like MAC limiting and DAI. Architects must remember that features like DAI and 
IP Source Guard depend entirely on DHCP Snooping and require manual static bindings for any non-DHCP 
hosts to function correctly. 

The deployment of these security measures is fundamentally tied to the basic operations of Layer 2 switching 
and the logical segmentation of VLANs. 

4.4 Layer 2 Security Practice Question 

Q1: What is the primary function of BPDU Guard (BPDU protection) in a Layer 2 network?​
 A. It prevents the root bridge from sending BPDUs​
 B. It disables ports that receive unexpected BPDUs​
 C. It enables BPDUs on trunk ports​
 D. It encrypts BPDUs to ensure security 

Q2: Which Layer 2 security feature is used to ensure that the current Root Bridge remains the root in an STP 
topology?​
 A. BPDU Filter​
 B. PortFast​
 C. Root Protection​
 D. Loop Guard 

Q3: Which of the following is a valid effect of exceeding the maximum MAC limit configured on a port using Port 
Security?​
 A. The port becomes a trunk​
 B. The port is immediately placed into a routing state​
 C. The port may be disabled or the violation logged​
 D. The port enables DHCP snooping 

Q4: What is the role of Dynamic ARP Inspection (DAI) in Layer 2 security?​
 A. It encrypts ARP messages for secure delivery​
 B. It prevents MAC address spoofing through MACsec​
 C. It validates ARP packets against a trusted binding table​
 D. It blocks broadcast frames on edge ports 
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Q5: Which prerequisite feature must be enabled for Dynamic ARP Inspection (DAI) and IP Source Guard to 
function properly?​
 A. PortFast​
 B. VLAN tagging​
 C. MACsec​
 D. DHCP Snooping 

Q6: What is the purpose of IP Source Guard on a switch port?​
 A. It blocks DHCP packets from unknown sources​
 B. It ensures only authorized IP addresses are used on a port​
 C. It encrypts source IP addresses at Layer 2​
 D. It forwards packets only to known MAC addresses 

Q7: Which feature encrypts all traffic at Layer 2 to provide confidentiality between devices?​
 A. DAI​
 B. BPDU Guard​
 C. MACsec​
 D. Port Security 

Q8: A network administrator wants to limit the amount of broadcast and multicast traffic on an access port. Which 
Layer 2 security feature should be used?​
 A. Root Guard​
 B. Storm Control​
 C. IP Source Guard​
 D. Edge Port 

Q9: Which MAC limiting mode allows a switch to dynamically learn MAC addresses and retain them after a 
reboot?​
 A. Static​
 B. Sticky​
 C. Dynamic​
 D. Passive 

Q10: Which of the following would most likely cause a port with BPDU Guard enabled to shut down?​
 A. The port is idle for more than 10 minutes​
 B. A multicast packet is received​
 C. A BPDU is received on an access port​
 D. A voice VLAN is added to the port 

 

 

5. JN0-351 Layer 2 Switching or VLANs 
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Modern networking has transformed transparent bridging into a sophisticated system of virtualized segmentation. 
Layer 2 switching and Virtual LANs (VLANs) form the bedrock of local area network design, allowing for efficient 
frame forwarding and logical isolation of traffic. 

5.1 Layer 2 Switching 

Layer 2 switching forwards frames based on hardware MAC addresses. The switch builds a MAC address table 
by learning the source addresses of incoming frames. If a destination address is unknown, the switch floods the 
frame; otherwise, it performs an intelligent forward to the specific port where the destination is located. 

5.2 VLAN (Virtual LAN) 

VLANs allow a single physical switch to be partitioned into multiple logical networks. This segmentation increases 
efficiency by reducing broadcast domain sizes and enhances security by requiring a Layer 3 device to facilitate 
communication between different VLANs. 

5.3 Detailed Knowledge 

5.3.1 Frame Processing 

Frame processing involves the encapsulation of data with source and destination MAC headers. When a switch 
receives a frame, it de-encapsulates the header to inspect the MAC address and determine the next logical step 
in the forwarding path. 

5.3.2 Access vs. Trunk Ports 

Access ports are used for end devices and carry untagged traffic for a single VLAN. Trunk ports connect switches 
and use 802.1Q tagging to identify which VLAN a frame belongs to as it traverses the link, allowing multiple 
VLANs to share a single physical connection. 

5.3.3 Voice and Native VLANs 

Voice VLANs prioritize VoIP traffic to ensure call quality. The Native VLAN handles untagged traffic on a trunk 
port, ensuring that frames without an 802.1Q tag are still processed and assigned to a default VLAN ID. 

5.3.4 Double-Tagged VLANs (QinQ) 

QinQ (802.1ad) allows service providers to encapsulate a customer's VLAN-tagged traffic inside a 
provider-owned VLAN tag. This enables the transparent transport of customer data across a provider network 
while keeping the customer’s internal VLAN structure intact. 

5.3.5 IRB Interfaces for Inter-VLAN Routing 

Integrated Routing and Bridging (IRB) interfaces are the Layer 3 gateways for VLANs in Junos. They serve the 
same function as a Switched Virtual Interface (SVI), providing the virtual routing link that allows communication 
between different logical segments. 

5.3.6 Bridge Domains 
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A bridge domain is a more flexible Layer 2 broadcast domain often used in service provider scenarios like VPLS 
or EVPN. While similar to a VLAN, a bridge domain can encompass multiple VLAN IDs or interfaces into a single 
logical forwarding segment. 

5.4 Key Takeaways 

Modern switching relies on the intelligent forwarding of frames and the logical segmentation of VLANs. Through 
the use of 802.1Q tagging on trunks, IRB interfaces for routing, and bridge domains for service provider scale, 
architects can build complex and secure Layer 2 infrastructures. 

Transitioning from the basic forwarding of frames, OSPF introduces the link-state intelligence required to manage 
routing across complex enterprise topologies. 

5.5 Layer 2 Switching or VLANs Practice Question 

Q1: Which of the following best describes the main role of a Layer 2 switch in a network?​
 A. Routing packets between different IP networks​
 B. Forwarding frames based on MAC addresses within a broadcast domain​
 C. Filtering traffic based on VLAN tags at Layer 3​
 D. Performing Network Address Translation (NAT) for devices in a subnet 

Q2: Which statement accurately describes the MAC address learning process on a Layer 2 switch?​
 A. The switch forwards all frames to all ports before learning any MAC addresses.​
 B. The switch uses the destination MAC address of a frame to update its MAC address table.​
 C. The switch associates the source MAC address of a frame with the ingress port.​
 D. The switch updates the MAC table only if the frame is tagged with a VLAN ID. 

Q3: What action does a Layer 2 switch take when it receives a frame with a destination MAC address not present 
in its MAC address table?​
 A. Drops the frame​
 B. Sends the frame to the default gateway​
 C. Broadcasts the frame to all other ports​
 D. Forwards the frame to the router 

Q4: Which IEEE standard is used for VLAN tagging on trunk ports?​
 A. 802.1D​
 B. 802.3​
 C. 802.1X​
 D. 802.1Q 

Q5: What is the role of a native VLAN on a trunk port?​
 A. It encrypts all traffic leaving the port.​
 B. It marks frames with the lowest priority.​
 C. It carries untagged traffic across the trunk.​
 D. It prevents broadcast traffic from traversing the trunk. 
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Q6: Which configuration is most appropriate for a port connecting to an end device like a PC or printer?​
 A. Trunk port with native VLAN​
 B. Access port assigned to a VLAN​
 C. QinQ port​
 D. Routed port with IP address 

Q7: What is one major benefit of using VLANs in a Layer 2 network?​
 A. They eliminate the need for IP addressing.​
 B. They allow communication between all devices regardless of subnet.​
 C. They reduce broadcast domains and improve network segmentation.​
 D. They simplify WAN protocol configurations. 

Q8: Which port type is required to carry multiple VLANs between switches?​
 A. Routed port​
 B. Access port​
 C. Loopback port​
 D. Trunk port 

Q9: What is the purpose of QinQ (802.1ad) in networking?​
 A. Encrypt frames using VLAN encryption​
 B. Allow voice and data traffic to share a port​
 C. Tag packets for Quality of Service (QoS)​
 D. Encapsulate VLAN-tagged traffic with an additional VLAN tag 

Q10: Which two methods are commonly used to perform inter-VLAN routing? (Choose two.)​
 A. Using access ports assigned to different VLANs​
 B. Using a router with a trunk port​
 C. Using a Layer 3 switch with IRB interfaces​
 D. Using NAT on a firewall 

 

 

6. JN0-351 OSPF 
The Open Shortest Path First (OSPF) protocol is the primary routing protocol for most enterprise networks due to 
its fast convergence and open-standard status. As a link-state protocol, OSPF ensures that every router has a 
complete and consistent view of the network topology. 

6.1 Basic Concepts 

OSPF calculates the most efficient path to a destination using the Dijkstra algorithm, which evaluates the "cost" 
metric of various links. Cost is typically derived from bandwidth, meaning OSPF naturally favors high-speed paths 
over slower alternatives. 
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6.2 Detailed Knowledge 

6.2.1 Area Design 

OSPF uses a hierarchical design centered around Area 0 (the Backbone). All other areas must connect to Area 
0. Special areas, such as Stubs and Not-So-Stubby Areas (NSSAs), are used to reduce routing overhead by 
limiting the types of external routes they accept. 

6.2.2 Router Types 

OSPF routers have specific roles: Area Border Routers (ABRs) connect different areas to the backbone, while 
Autonomous System Boundary Routers (ASBRs) connect the OSPF domain to external networks or other routing 
protocols. 

6.2.3 Link State Advertisements (LSAs) 

OSPF uses different LSA types to build its database. Type 1 (Router) and Type 2 (Network) LSAs describe 
internal area links. Type 3 (Summary) LSAs carry inter-area information. Type 5 LSAs carry external routes, while 
Type 7 LSAs are used specifically within NSSAs to carry external information before it is converted to Type 5 by 
an ABR. 

6.2.4 DR/BDR Election 

On multi-access networks like Ethernet, OSPF elects a Designated Router (DR) and a Backup Designated 
Router (BDR). This election is based on priority and then the Router ID. The DR and BDR roles are essential for 
reducing the number of adjacencies and LSA flooding on the segment. 

6.2.5 Neighbor State Machine 

The OSPF adjacency process moves through seven states: Down, Init, 2-Way, ExStart, Exchange, Loading, and 
Full. Architects should note that reaching the 2-Way state confirms bidirectional communication, but it is only in 
the Full state that the link-state databases are fully synchronized. 

6.2.6 Router ID Selection 

The Router ID (RID) is a unique 32-bit identifier for each router. Junos selects the RID using a hierarchy: a 
manual configuration is preferred first, followed by the highest IP address on a loopback interface, and finally the 
highest IP on a physical interface if no loopback is present. 

6.2.7 Interface Types and Adjacency 

OSPF behavior depends on the interface type. Broadcast interfaces require DR/BDR elections, while 
Point-to-Point interfaces form adjacencies directly and skip the election process, simplifying the topology and 
speeding up convergence. 

6.3 Key Takeaways 
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OSPF provides a scalable routing framework through its hierarchical area design and specialized router roles. By 
utilizing LSAs (including Type 7 for NSSAs) and managing neighbor states from 2-Way through to Full, OSPF 
ensures optimal path selection and fast convergence across the enterprise. 

Beyond the dynamic intelligence of OSPF, certain routing requirements are best handled through 
protocol-independent mechanisms that provide deterministic control. 

6.4 OSPF Practice Question 

Q1: What is the primary algorithm used by OSPF to compute the shortest path to a destination?​
 A. Bellman-Ford Algorithm​
 B. Spanning Tree Protocol​
 C. Dijkstra’s Algorithm​
 D. Path Vector Algorithm 

Q2: Which of the following is a function of an ABR (Area Border Router) in an OSPF network?​
 A. Distributes external routes into the OSPF domain​
 B. Connects different routing protocols and performs route redistribution​
 C. Maintains LSDBs for multiple areas and connects non-backbone areas to Area 0​
 D. Performs NAT between OSPF and non-OSPF domains 

Q3: Which LSA type is generated by an ASBR to advertise external routes into the OSPF domain?​
 A. Type 2​
 B. Type 3​
 C. Type 4​
 D. Type 5 

Q4: In OSPF, what determines the Designated Router (DR) when router priorities are equal?​
 A. The router with the lowest cost to Area 0​
 B. The router with the most interfaces​
 C. The router with the highest Router ID​
 D. The router with the highest number of neighbors 

Q5: What is the purpose of dividing an OSPF network into multiple areas?​
 A. To support IPv6 routing​
 B. To reduce the number of BGP sessions​
 C. To simplify policy routing configurations​
 D. To improve scalability and limit LSDB size 

Q6: Which router type redistributes external routes into an OSPF network?​
 A. Internal Router​
 B. ABR​
 C. ASBR​
 D. DR 

Q7: What does a Type 1 LSA describe in an OSPF network?​
 A. All routers in a multi-access segment​
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 B. Routes to external destinations​
 C. A router’s local interfaces and costs within an area​
 D. Inter-area routes advertised by ABRs 

Q8: Which OSPF router role is required to exist in Area 0?​
 A. Internal Router​
 B. ASBR​
 C. DR​
 D. Backbone Router 

Q9: What metric does OSPF use to calculate the best path to a destination?​
 A. Bandwidth​
 B. Hop Count​
 C. Delay​
 D. Cost 

Q10: In a multi-access network, which routers form full OSPF adjacencies with all others?​
 A. DR and BDR only​
 B. All routers in the segment​
 C. ASBR and ABR only​
 D. DR only 

 

 

7. JN0-351 Protocol Independent Routing 
Protocol-independent routing refers to techniques that provide deterministic control over traffic forwarding without 
relying on dynamic updates. These tools—including static routes, filters, and virtual instances—allow architects to 
customize forwarding behavior and ensure network hygiene. 

7.1 Basic Concepts 

This form of routing offers simple, fixed control over how traffic is handled. It is essential for defining exit points, 
isolating traffic for multi-tenancy, and ensuring that reserved or invalid addresses are not permitted to traverse the 
network. 

7.2 Detailed Knowledge 

7.2.1 Static Routing and Recursive Lookups 

Static routes are manually configured and remain fixed. A unique feature in Junos is the support for recursive 
next-hop resolution, allowing a static route to point to a next-hop that is not directly connected, provided another 
route in the table can resolve the path to that next-hop. 

7.2.2 Martian Addresses 
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Martian addresses are IP ranges that are invalid or reserved, such as 127.0.0.0/8 or private ranges in a public 
context. Junos uses martian filtering to protect the routing table from learning these invalid prefixes, ensuring 
routing hygiene and security. 

7.2.3 Routing Instances 

Routing instances virtualize the routing table. The virtual-router and vrf types support separate RIBs and FIBs for 
network segmentation. The forwarding instance type is used for Filter-Based Forwarding, while non-forwarding 
instances are used for specialized RIB-group operations. 

7.2.4 Route Filters via Policy Statements 

Route filters are defined within the policy-options hierarchy and applied as import or export policies. They allow 
architects to permit or deny specific prefixes based on exact matches or range-based criteria, providing the most 
precise control available in Junos. 

7.2.5 Load Balancing (ECMP) 

Equal-Cost Multi-Path (ECMP) allows traffic to be distributed across multiple paths of the same cost. Junos 
supports per-flow load balancing to maintain session integrity, ensuring that all packets belonging to a specific 
communication flow follow the same physical path. 

7.2.6 Filter-Based Forwarding (FBF) 

FBF allows a firewall filter to override the standard destination-based routing table. By matching traffic based on 
source IP or protocol and directing it to a specific routing instance, FBF enables granular policy-based routing 
that is independent of the main routing table. 

7.3 Key Takeaways 

Protocol-independent routing provides the toolkit for deterministic traffic management through static routes, 
martian filters, and virtualized routing instances. By combining firewall filters with specialized forwarding 
instances, architects can implement complex routing policies that go beyond the capabilities of standard dynamic 
protocols. 

While these tools manage Layer 3 paths, preventing catastrophic loops at Layer 2 requires the specific 
intelligence of the Spanning Tree Protocol. 

7.4 Protocol Independent Routing Practice Question 

Q1: What is a key characteristic of a static route in a Juniper Networks router?​
 A. It is manually configured and does not change unless modified by the administrator​
 B. It automatically adjusts to network topology changes​
 C. It is learned through dynamic protocols like OSPF or BGP​
 D. It is installed only when BFD detects link stability 

Q2: Which of the following is an example of a Martian address range in IPv4?​
 A. 192.168.100.0/24​
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 B. 224.0.0.0/4​
 C. 100.64.0.0/10​
 D. 169.254.0.0/16 

Q3: In Junos, what is the purpose of a routing instance?​
 A. To group static and dynamic routes into a single routing table​
 B. To create isolated routing environments within the same device​
 C. To define VLAN segmentation across a switch​
 D. To convert IPv4 routes into IPv6 routes 

Q4: What is the effect of a route filter configured to reject 10.0.0.0/8 exact?​
 A. All private address ranges will be rejected​
 B. Only the exact 10.0.0.0/8 route will be denied​
 C. All subnets within 10.0.0.0/8 will be blocked​
 D. All traffic to 10.0.0.0/8 will be redirected to a loopback interface 

Q5: Which mechanism allows a router to use multiple equal-cost paths for traffic forwarding?​
 A. Load Balancing using ECMP​
 B. Static NAT​
 C. Longest Prefix Matching​
 D. Default Route Filtering 

Q6: In Junos, which configuration element is typically required to implement Filter-Based Forwarding (FBF)?​
 A. A firewall filter applied to an interface​
 B. A loopback interface with highest priority​
 C. A routing policy that blocks all BGP routes​
 D. A static default route with discard next-hop 

Q7: What happens if a static route is configured with a next-hop that is not directly reachable?​
 A. The router performs recursive lookup to resolve the next-hop​
 B. The packet is forwarded to the default gateway​
 C. The route is ignored and never installed​
 D. The route is installed as inactive 

Q8: Which of the following scenarios is best suited for using a routing instance?​
 A. Isolating routing domains for multiple customers on the same router​
 B. Filtering all multicast traffic​
 C. Translating between public and private IP addresses​
 D. Redirecting traffic to multiple ISPs using the same routing table 

Q9: Which type of load balancing is most appropriate when maintaining per-session consistency is critical?​
 A. Static route round-robin​
 B. First-hop redundancy​
 C. Per-flow load balancing​
 D. Per-packet load balancing 
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Q10: What does Filter-Based Forwarding override in the default routing process?​
 A. Destination-based forwarding table lookup​
 B. BGP route propagation​
 C. ARP cache lookup​
 D. Packet TTL decrement 

 

 

8. JN0-351 Spanning Tree 
The Spanning Tree Protocol (STP) is the fundamental defense against broadcast storms in redundant Layer 2 
topologies. By logically blocking redundant paths, STP ensures a single loop-free path exists between any two 
devices on the network. 

8.1 Basic Concepts 

STP was originally defined by the 802.1D standard but has been largely replaced by the Rapid Spanning Tree 
Protocol (RSTP, 802.1w) in modern designs. RSTP offers much faster convergence by using a proactive 
handshake mechanism rather than relying on passive timers. 

8.2 Detailed Knowledge 

8.2.1 Core Elements: Root Bridge and Port Roles 

The Root Bridge is the logical center of the STP topology, elected based on the lowest Bridge ID. Ports are 
assigned roles: the Root Port is the best path to the Root Bridge, Designated Ports forward traffic on a segment, 
and Alternate or Blocked Ports are idled to prevent loops. 

8.2.2 BPDU Fields and Functions 

Bridge Protocol Data Units (BPDUs) carry the information needed to manage the topology. The Bridge 
ID—composed of a priority and the MAC address—is the most critical field for the Root Bridge election. The Path 
Cost determines the efficiency of a route, influencing which ports are blocked. 

8.2.3 STP Port States 

Ports transition through states to ensure no loops occur during convergence. These include Blocking, Listening, 
Learning, and Forwarding. In RSTP, the Discarding state replaces the Blocking and Listening states to speed up 
the transition to active forwarding. 

8.2.4 RSTP Enhancements 

RSTP introduces the Alternate port role as a pre-calculated backup to the Root Port, allowing for sub-second 
failover. It also uses edge ports to immediately transition access ports to a forwarding state, bypassing the 
standard delays required for topology discovery. 



 
 
 
 
 
 

            
 

AAAdemy | https://www.aaademy.com 
8.2.5 Juniper-Specific STP Enhancements 

Junos uses specific commands for common STP enhancements. The Cisco term PortFast is equivalent to the 
Juniper edge configuration. BPDU Guard is implemented as bpdu-block-on-edge, and Root Guard is configured 
using the no-root-port command, which prevents a port from becoming a Root Port. 

8.3 Key Takeaways 

STP and RSTP maintain loop-free Layer 2 environments by electing a Root Bridge and managing port roles 
through BPDU exchanges. Architects must be familiar with Juniper-specific terms like edge and no-root-port to 
properly implement enhancements that protect the topology from misconfigured or unauthorized devices. 

Beyond loop prevention in the local switch fabric, tunneling protocols provide the means to bridge disparate 
networks across an IP-only backbone. 

8.4 Spanning Tree Practice Question 

Q1: What is the primary purpose of the Spanning Tree Protocol (STP) in a Layer 2 network?​
 A. To provide IP routing between VLANs​
 B. To block redundant switch ports to prevent broadcast loops​
 C. To encrypt Layer 2 traffic between switches​
 D. To assign dynamic IP addresses to hosts 

Q2: Which IEEE standard defines the original Spanning Tree Protocol?​
 A. 802.1p​
 B. 802.1w​
 C. 802.1Q​
 D. 802.1D 

Q3: Which two values make up a Bridge ID in STP? (Choose two.)​
 A. MAC address​
 B. VLAN ID​
 C. Port number​
 D. Bridge priority 

Q4: What is the role of a Designated Port in STP?​
 A. It is the port on the Root Bridge that forwards traffic​
 B. It is the port with the lowest MAC address​
 C. It forwards frames toward the Root Bridge for a specific segment​
 D. It is always in a blocking state 

Q5: What happens to a port in the STP Blocking state?​
 A. It forwards user traffic immediately​
 B. It learns MAC addresses and builds the MAC table​
 C. It sends BPDUs but does not forward user traffic​
 D. It performs routing between VLANs 
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Q6: Which of the following is an STP enhancement that allows faster port activation for end devices?​
 A. UplinkFast​
 B. BackboneFast​
 C. PortFast​
 D. EdgeFast 

Q7: Which RSTP port role serves as a backup to the Root Port in case of failure?​
 A. Designated Port​
 B. Blocking Port​
 C. Alternate Port​
 D. Edge Port 

Q8: In RSTP, which port state combines the Blocking, Listening, and Disabled states from traditional STP?​
 A. Listening​
 B. Learning​
 C. Forwarding​
 D. Discarding 

Q9: Which BPDU type is used to notify switches of a topology change?​
 A. Hello BPDU​
 B. Configuration BPDU​
 C. TCN BPDU​
 D. Election BPDU 

Q10: Which STP feature accelerates convergence when a switch detects an indirect link failure?​
 A. BPDU Guard​
 B. BackboneFast​
 C. Loop Guard​
 D. Edge Port 

 

 

9. JN0-351 Tunnels 
Tunneling is a strategic technique used to encapsulate one protocol inside another, allowing it to traverse 
incompatible network infrastructures. It creates virtual point-to-point links that support overlay networks for 
security, segmentation, and multi-protocol transport. 

9.1 Basic Concepts 

A tunnel works by adding an outer header to an original packet at the source and removing it at the destination. 
This enables the transport of data across intermediate networks that might not natively support the original 
protocol. 
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9.2 Detailed Knowledge 

9.2.1 GRE Tunnels 

Generic Routing Encapsulation (GRE) is a flexible protocol that can encapsulate a variety of Layer 3 protocols. In 
Junos, GRE tunnels are configured using the ip-over-gre interface family. While versatile, GRE provides no native 
encryption and is purely a transport mechanism. 

9.2.2 IP-IP Tunnels 

IP-IP tunnels are a lighter, more efficient alternative to GRE for single-protocol transport. They use the ipip 
interface family in Junos and are ideal for encapsulating IPv6 inside IPv4 for transition purposes, though they 
cannot carry non-IP traffic. 

9.2.3 Tunnel Source Best Practices 

Tunnel endpoints should always be bound to loopback interfaces. This ensures that the tunnel remains stable 
even if the underlying physical interfaces flap, as the loopback address remains reachable as long as any valid 
physical path exists through the network. 

9.2.4 MTU and Fragmentation 

The addition of encapsulation headers (24 bytes for GRE, 20 bytes for IP-IP) increases packet size. If the 
resulting packet exceeds the path MTU, fragmentation will occur, which can severely degrade performance. 
Architects must often adjust the MTU or TCP MSS to prevent this issue. 

9.2.5 GRE + IPSec Integration 

GRE is often combined with IPSec to provide both multi-protocol support and data confidentiality. This design 
allows dynamic routing protocols to run inside an encrypted tunnel, combining the functional flexibility of GRE 
with the security of IPSec. 

9.2.6 Static Peer Definition 

GRE and IP-IP tunnels are point-to-point and lack dynamic discovery mechanisms. Both endpoints must be 
manually configured with the remote peer's IP address. Unlike OSPF or BGP, there is no automatic neighbor 
establishment for these tunnel types. 

9.3 Key Takeaways 

Tunneling through GRE (ip-over-gre) and IP-IP (ipip) provides the flexibility to create virtual links across disparate 
networks. Success in tunneling requires careful management of MTU to avoid fragmentation and the use of 
loopback interfaces to ensure endpoint resilience. 

9.4 Conclusion 

The JNCIS-ENT certification represents a comprehensive mastery of enterprise networking, from the inter-AS 
policy logic of BGP to the link-state intelligence of OSPF and IS-IS. By integrating these high-level protocols with 
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High Availability mechanisms, Layer 2 security, and flexible tunneling options, a certified professional can 
architect, implement, and secure a robust multi-vendor network environment. 

9.5 Tunnels Practice Question 

Q1: What is the primary purpose of using a tunnel in a network?​
 A. To dynamically assign IP addresses between routers​
 B. To reduce overall routing table size in core routers​
 C. To encapsulate one protocol within another for transmission across an incompatible network​
 D. To route only multicast traffic between devices 

Q2: Which of the following accurately describes a GRE tunnel?​
 A. Supports multiple Layer 3 protocols and does not include encryption​
 B. Supports IPv6 only and includes built-in NAT​
 C. Supports only IPv4 traffic and encrypts it​
 D. Uses UDP for transport and supports dynamic peer discovery 

Q3: Which type of tunnel is typically more lightweight and supports only IP traffic?​
 A. GRE​
 B. MPLS-over-GRE​
 C. IP-IP​
 D. VXLAN 

Q4: What is a key limitation of IP-IP tunnels compared to GRE?​
 A. IP-IP tunnels are encrypted by default​
 B. IP-IP tunnels only support IP traffic, not multiprotocol encapsulation​
 C. IP-IP tunnels add more overhead than GRE​
 D. IP-IP tunnels support multicast, while GRE does not 

Q5: In Junos, what interface type is typically used to configure a GRE tunnel?​
 A. ipip​
 B. tunnel.0​
 C. ip-over-gre​
 D. lo0 

Q6: Why is it considered a best practice to use a loopback interface as the source IP of a tunnel?​
 A. It ensures tunnel stability during physical link failures​
 B. Loopback addresses are public and routable​
 C. It ensures source IP changes dynamically with physical interface status​
 D. Loopback interfaces cannot be used with GRE or IP-IP 

Q7: What happens if the encapsulated packet size exceeds the MTU of the physical interface?​
 A. GRE tunnels do not support packet fragmentation​
 B. The tunnel will auto-adjust the MTU to avoid fragmentation​
 C. The packet may be fragmented if allowed, or dropped if DF-bit is set​
 D. The packet is silently dropped 



 
 
 
 
 
 

            
 

AAAdemy | https://www.aaademy.com 
Q8: Which of the following is a valid use case for GRE tunneling?​
 A. Filtering unicast traffic from a specific source​
 B. Running MPLS or non-IP traffic across an IP backbone​
 C. Secure, encrypted remote access for clients​
 D. Assigning MAC addresses to virtual machines 

Q9: What must be configured on both tunnel endpoints for a GRE or IP-IP tunnel to operate successfully?​
 A. Matching tunnel source and destination IPs​
 B. BGP session between endpoints​
 C. OSPF neighbor relationship​
 D. IPsec profile 

Q10: Which of the following best describes the role of tunnel encapsulation?​
 A. It wraps the original packet inside a new header for transport​
 B. It encrypts data packets for secure transmission​
 C. It compresses packets to improve bandwidth efficiency​
 D. It replaces the payload entirely with new application data 

 

 
 
 

Learning Path & Study Advice 
A strong preparation approach begins with reinforcing Layer 2 and Layer 3 fundamentals, since many of the 
blueprint topics depend on a clear understanding of how traffic is forwarded, segmented, and protected. Learners 
should first build confidence in switching concepts such as VLAN behavior, loop prevention, and access-layer 
security, then progress into routing architecture and the logic of protocol-driven route exchange. After that, 
greater attention should be given to the differences between internal routing approaches such as OSPF and 
IS-IS, followed by policy-oriented thinking through BGP and transport abstraction through tunneling concepts. 

Study should emphasize relationships between topics rather than isolated facts. For example, VLANs, spanning 
tree, and Layer 2 security should be understood as connected parts of campus and branch access design. 
Likewise, protocol independent routing, OSPF, IS-IS, and BGP should be studied as different layers of routing 
behavior, control, and decision-making. High availability should be approached as a design outcome that 
depends on understanding failure domains, redundancy, and protocol behavior under change. Candidates 
usually benefit most from focusing on why a technology exists, what operational problem it solves, and how it 
interacts with adjacent technologies in a real enterprise network. 
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Who This PDF Is For 
This document is intended for network administrators, support engineers, junior network engineers, and IT 
professionals who already have a basic grounding in networking and want to deepen their understanding of 
enterprise routing and switching. It is most suitable for learners at an intermediate stage who are moving beyond 
introductory concepts and beginning to work with structured enterprise network operations. It will be especially 
useful for those who want a clear, topic-based overview of the JNCIS-ENT knowledge scope and a practical 
understanding of how the blueprint areas fit together in professional networking environments. 
 
 

Call To Action 
This document provides an overview of structured learning and certification preparation approaches. For learners 
seeking clear knowledge organization, guided study planning, and exam-focused practice resources, AAAdemy 
offers a comprehensive platform to support independent and effective learning. 

Explore additional training materials, study guidance, and practice resources at: 

https://www.aaademy.com/JNCIS-ENT/JN0-351.html 

Online Flashcards (Quizlet)： 
 
https://quizlet.com/user/AAAdemy/folders/jn0-351-enterprise-routing-and-switching-specialist?i=6zfa5t&x=1xqt 
 
 
 
 
 
 
 
 
Attachment : Answers by Knowledge Point 

Layer 2 Switching or VLANs Practice Question​
A1: Answer: B​
Explanation: A Layer 2 switch operates at the Data Link Layer and is responsible for forwarding frames based on 
MAC addresses within the same broadcast domain. It does not perform IP routing, NAT, or Layer 3 filtering. 

A2: Answer: C​
Explanation: When a switch receives a frame, it reads the source MAC address and records which port it was 
received on, updating its MAC address table accordingly. 

A3: Answer: C​
Explanation: When the destination MAC is unknown, the switch floods the frame out of all ports except the port it 
was received on. This ensures the frame reaches its destination if it's connected elsewhere in the same VLAN. 

https://www.aaademy.com/JNCIS-ENT/JN0-351.html
https://quizlet.com/user/AAAdemy/folders/jn0-351-enterprise-routing-and-switching-specialist?i=6zfa5t&x=1xqt
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A4: Answer: D​
Explanation: VLAN tagging is defined by IEEE 802.1Q, which inserts a tag into Ethernet frames to identify VLAN 
membership. 

A5: Answer: C​
Explanation: The native VLAN on a trunk port is used to carry untagged traffic. If a frame is sent without a VLAN 
tag, it is assumed to belong to the native VLAN. 

A6: Answer: B​
Explanation: End devices are typically connected to access ports, which belong to a single VLAN and do not use 
VLAN tagging. 

A7: Answer: C​
Explanation: VLANs logically segment a network, reducing the size of broadcast domains, improving security, 
and managing network efficiency. 

A8: Answer: D​
Explanation: Trunk ports are designed to carry traffic for multiple VLANs and use VLAN tagging (802.1Q) to 
differentiate between them. 

A9: Answer: D​
Explanation: QinQ, or VLAN stacking, allows service providers to encapsulate a customer's VLAN-tagged frames 
with an additional outer VLAN tag, enabling multiple levels of VLAN identification. 

A10: Answer: B and C​
Explanation: Inter-VLAN routing is achieved using a router configured with a trunk interface (router-on-a-stick) or 
a Layer 3 switch using IRB (Integrated Routing and Bridging) interfaces. 

Spanning Tree Practice Question​
A1: Answer: B​
Explanation: STP is designed to prevent Layer 2 loops by detecting and blocking redundant paths in the network. 
It creates a loop-free logical topology. 

A2: Answer: D​
Explanation: IEEE 802.1D defines the original STP standard. RSTP is defined in 802.1w. 

A3: Answer: A and D​
Explanation: A Bridge ID is composed of a configurable bridge priority and the switch’s MAC address. This value 
determines the Root Bridge during the STP election process. 

A4: Answer: C​
Explanation: A Designated Port is selected for each network segment and is responsible for forwarding frames 
toward the Root Bridge. 

A5: Answer: C​
Explanation: In the Blocking state, a port listens to BPDUs to monitor the network topology but does not forward 
frames or learn MAC addresses. 
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A6: Answer: C​
Explanation: PortFast allows ports connected to end devices to skip the Listening and Learning states, enabling 
immediate forwarding to reduce delays. 

A7: Answer: C​
Explanation: An Alternate Port in RSTP provides a backup path to the Root Bridge if the Root Port fails. It is not 
forwarding traffic unless needed. 

A8: Answer: D​
Explanation: RSTP simplifies the traditional STP port states by combining Blocking, Listening, and Disabled into 
a single Discarding state. 

A9: Answer: C​
Explanation: Topology Change Notification (TCN) BPDUs are used to inform switches of changes in the network 
topology, such as a link or device going up or down. 

A10: Answer: B​
Explanation: BackboneFast helps switches recover more quickly from indirect link failures by avoiding the default 
max-age timer, reducing convergence time. 

Layer 2 Security Practice Question​
A1: Answer: B​
Explanation: BPDU Guard disables a port immediately if it receives a BPDU. It is typically used on access ports 
to prevent unauthorized devices from participating in STP. 

A2: Answer: C​
Explanation: Root Protection prevents switches from accepting superior BPDUs on designated uplinks, helping 
maintain a stable Root Bridge. 

A3: Answer: C​
Explanation: If a MAC address limit is exceeded, the switch can take action such as disabling the port 
(shutdown), dropping traffic, or logging the event, depending on the violation mode. 

A4: Answer: C​
Explanation: DAI inspects incoming ARP packets and compares them against a trusted IP-MAC-port binding 
table to prevent ARP spoofing attacks. 

A5: Answer: D​
Explanation: DAI and IP Source Guard rely on a trusted binding table, which is typically created through DHCP 
Snooping. Without it, these features cannot validate traffic. 

A6: Answer: B​
Explanation: IP Source Guard validates the source IP address of packets received on a port to prevent IP 
spoofing, using a binding table to determine allowed addresses. 

A7: Answer: C​
Explanation: MACsec (Media Access Control Security) is used to encrypt Layer 2 traffic between directly 
connected devices, providing confidentiality and integrity. 
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A8: Answer: B​
Explanation: Storm Control prevents excessive broadcast, multicast, or unknown unicast traffic by monitoring and 
limiting the traffic rate on an interface. 

A9: Answer: B​
Explanation: Sticky mode learns MAC addresses dynamically and stores them in the running configuration. When 
saved, they persist through a reboot. 

A10: Answer: C​
Explanation: BPDU Guard is used on access ports where BPDUs should never appear. If a BPDU is received, 
the port is shut down to prevent potential STP disruption. 

Protocol Independent Routing Practice Question​
A1: Answer: A​
Explanation: Static routes are fixed, manually defined entries in the routing table. They do not respond to network 
changes unless manually updated or overridden by other mechanisms. 

A2: Answer: D​
Explanation: The 169.254.0.0/16 range is reserved for link-local addressing and is considered a Martian address 
for routing purposes, meaning it should not be routed across networks. 

A3: Answer: B​
Explanation: A routing instance in Junos provides a separate logical routing table and forwarding plane, allowing 
traffic isolation and multi-tenant architecture within the same router. 

A4: Answer: B​
Explanation: The exact match condition in a route filter applies only to the specified prefix length. Other more 
specific routes (e.g., 10.1.0.0/16) would still be accepted unless explicitly filtered. 

A5: Answer: A​
Explanation: Equal-Cost Multi-Path (ECMP) enables routers to forward traffic over multiple next-hops with the 
same cost, improving load distribution and redundancy. 

A6: Answer: A​
Explanation: Filter-Based Forwarding in Junos requires the use of a firewall filter to match specific traffic patterns 
(e.g., source IP, protocol) and forward them using a defined routing instance or next-hop. 

A7: Answer: A​
Explanation: Junos supports recursive lookup, meaning it will search the routing table for a path to the next-hop 
address and resolve the route if a valid path exists. 

A8: Answer: A​
Explanation: Routing instances are ideal for environments that require logical separation, such as multi-tenant 
deployments or service providers supporting multiple customers. 

A9: Answer: C​
Explanation: Per-flow load balancing ensures that all packets from the same session follow the same path, 
maintaining session integrity for stateful protocols like TCP. 
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A10: Answer: A​
Explanation: FBF allows traffic to be forwarded based on criteria other than the destination IP address. It 
overrides the default destination-based routing behavior. 

OSPF Practice Question​
A1: Answer: C​
Explanation: OSPF is a link-state protocol that uses Dijkstra’s algorithm to compute the shortest path based on 
accumulated link costs. 

A2: Answer: C​
Explanation: An ABR connects one or more non-backbone areas to Area 0 and maintains a separate LSDB for 
each connected area. 

A3: Answer: D​
Explanation: Type 5 LSAs (External LSAs) are used to advertise routes redistributed from other routing protocols 
(e.g., BGP) into the OSPF domain by the ASBR. 

A4: Answer: C​
Explanation: If router priorities are equal, the router with the highest Router ID is elected as the DR in a 
multi-access network. 

A5: Answer: D​
Explanation: OSPF areas improve scalability by reducing the size of the LSDB and isolating topology changes 
within each area. 

A6: Answer: C​
Explanation: The ASBR (Autonomous System Boundary Router) connects the OSPF domain to external 
networks and redistributes external routes into OSPF. 

A7: Answer: C​
Explanation: Type 1 LSAs (Router LSAs) are generated by every router within an area and describe that router's 
interfaces and the cost of each link. 

A8: Answer: D​
Explanation: A Backbone Router is any router with at least one interface in Area 0, which is required for proper 
inter-area communication. 

A9: Answer: D​
Explanation: OSPF uses "cost" as its metric, which is usually inversely proportional to the bandwidth of the link. 
Lower-cost paths are preferred. 

A10: Answer: A​
Explanation: In a multi-access segment, only the DR and BDR form full OSPF adjacencies with all other routers 
to reduce overhead and LSA flooding. 

IS-IS Practice Question​
A1: Answer: C​
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Explanation: IS-IS uses a two-level hierarchy (Level-1 for intra-area and Level-2 for inter-area routing) to enhance 
scalability and isolate routing changes. 

A2: Answer: C​
Explanation: A Level-1/Level-2 router has interfaces in both Level-1 and Level-2, enabling it to route both within 
and between areas. 

A3: Answer: B​
Explanation: The DIS acts like OSPF's DR and is responsible for generating a pseudo-node to represent the 
shared broadcast network segment in LSDBs. 

A4: Answer: D​
Explanation: PSNP (Partial Sequence Number PDU) is used to acknowledge received LSPs and request specific 
LSPs that may be missing or outdated. 

A5: Answer: B​
Explanation: IS-IS uses the Type-Length-Value (TLV) format, which allows flexibility and extensibility for 
exchanging routing data. 

A6: Answer: C​
Explanation: The DIS is elected based on interface priority; if equal, the router with the highest MAC address 
becomes the DIS. 

A7: Answer: D​
Explanation: The CSNP (Complete Sequence Number PDU) is sent periodically to advertise all LSPs known by 
the router, allowing others to detect missing information. 

A8: Answer: C​
Explanation: There is no "Level-0" router in IS-IS. Valid router types are Level-1, Level-2, and Level-1/Level-2. 

A9: Answer: C​
Explanation: In Junos, IS-IS is configured at the interface level. To operate as Level-2-only, interfaces are 
configured with Level 2 participation only. 

A10: Answer: B​
Explanation: The IP Address TLV (Type 128 or extended Type 236) is used to advertise IP prefixes in IS-IS. 

BGP Practice Question​
A1: Answer: B​
Explanation: BGP establishes neighbor relationships over TCP port 179 to ensure reliable message delivery 
between peers. 

A2: Answer: C​
Explanation: The AS-PATH records all ASes a route has traversed. It prevents routing loops and is used in 
best-path selection, preferring shorter paths. 
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A3: Answer: D​
Explanation: The UPDATE message contains route advertisements and withdrawal information, allowing BGP to 
share routing changes. 

A4: Answer: A​
Explanation: Local Preference is used within an AS to influence outbound route selection. Higher values are 
preferred. 

A5: Answer: C​
Explanation: Junos requires the next-hop of a BGP route to be resolvable via an IGP or static route; otherwise, 
the route will not be installed. 

A6: Answer: D​
Explanation: Once a BGP session reaches the Established state, peers can exchange UPDATE, KEEPALIVE, 
and NOTIFICATION messages. 

A7: Answer: B​
Explanation: MED (Multi-Exit Discriminator) is used to suggest preferred entry points into an AS. Lower MED 
values are preferred. 

A8: Answer: C​
Explanation: BGP Communities are tags that can be used to group routes and apply routing policies, such as 
no-export or local-AS. 

A9: Answer: C​
Explanation: IBGP requires full mesh connectivity to ensure proper route propagation, unless route reflectors or 
confederations are used. 

A10: Answer: B​
Explanation: KEEPALIVE messages are sent periodically to confirm connectivity and prevent session timeout 
between BGP peers. 

Tunnels Practice Question​
A1: Answer: C​
Explanation: Tunnels are used to encapsulate packets from one protocol inside another, allowing them to 
traverse incompatible or intermediate networks and provide segmentation or VPN capabilities. 

A2: Answer: A​
Explanation: GRE (Generic Routing Encapsulation) can encapsulate various Layer 3 protocols but provides no 
encryption by default. 

A3: Answer: C​
Explanation: IP-IP tunnels are lightweight and used specifically to encapsulate IPv4 or IPv6 packets within 
another IP header. 

A4: Answer: B​
Explanation: IP-IP tunnels are protocol-specific and cannot encapsulate non-IP traffic, whereas GRE supports 
multiple Layer 3 protocols. 
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A5: Answer: C​
Explanation: Junos uses ip-over-gre interface type for GRE tunnel configuration. 

A6: Answer: A​
Explanation: Using a loopback as the source ensures the tunnel endpoint remains reachable, even if physical 
interfaces go down, enhancing reliability. 

A7: Answer: C​
Explanation: Encapsulated packets exceeding MTU may be fragmented. If the DF (Don't Fragment) bit is set, the 
packet is dropped and an ICMP error may be sent. 

A8: Answer: B​
Explanation: GRE is used to encapsulate various protocols, including MPLS, allowing non-IP traffic to traverse 
IP-only networks. 

A9: Answer: A​
Explanation: Both endpoints must explicitly define each other's tunnel source and destination IPs to form a 
working point-to-point tunnel. 

A10: Answer: A​
Explanation: Tunnel encapsulation involves wrapping an original packet inside a new header so it can be routed 
across a transport network. 

High Availability Practice Question​
A1: Answer: A​
Explanation: NSR allows a router to maintain routing protocol state and neighbor relationships across control 
plane failovers without requiring support from neighbors. 

A2: Answer: C​
Explanation: LAG provides both load balancing and redundancy, while RTG provides only failover; only one link 
is active in RTG at a time. 

A3: Answer: B​
Explanation: ISSU requires a redundant control plane (dual REs) and NSR to ensure control and data plane state 
is maintained during the software upgrade. 

A4: Answer: C​
Explanation: Junos uses configured priority to elect the master; if priorities are equal, the switch with the highest 
MAC address wins. 

A5: Answer: B​
Explanation: RTG is designed for simple redundancy where only one link is active at a time; others are used only 
during failure. 

A6: Answer: B​
Explanation: LACP (Link Aggregation Control Protocol) automatically detects, adds, or removes links from a LAG, 
improving resilience. 
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A7: Answer: B​
Explanation: NSR is transparent to peers and handles failover internally; GR depends on peer routers to 
temporarily maintain routing information during recovery. 

A8: Answer: B​
Explanation: When NSR is active, ISSU upgrades the software while preserving protocol and forwarding state, 
minimizing service disruption. 

A9: Answer: A​
Explanation: Virtual Chassis lets multiple switches operate and be managed as a single logical device, simplifying 
configuration and improving HA. 

A10: Answer: B​
Explanation: The Packet Forwarding Engine (PFE) continues to forward packets independently of control plane 
failover events. 
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